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Illustration of the algorithm with examples:

1. Let Sender side IP address = 216.3.128.12 and

Receiver side IP address = 192.1.168.43
Encryption

2. G(x)= 3x-4 (Generator)

P(x)= x?>-x+1 (Producer)

3. The iterator x = (216-192) + (3-1) + (128-168) + (12-43)

= -45

4. Substitute values from Euler’s constant 2.7182818284.... Decimal places in Euler’s
constant are indexed from 0 to 9. Then, -45 = -81 (4" decimal value in Euler’s constant
and 5" decimal value in Euler’s constant)

New iterator = -81

5. G(1) = G(-81) = -247.

P(1) = P(G(1)) = P(-247) = 61257

6. Computing for 26 values corresponding to alphabets a to z,

G(2) = G(G(L)) = G(-247) = -745
P(2) = P(G(2)) = P(-745) = 555771 = 55577 (taking first 5 digits)

G(3) = G(G(2)) = G(-745) = -2239



P(3) = P(G(3)) = P(-2239) = 5015361 = 50153 (taking first 5 digits).

The cipher table (Constructed only for alphabets from a-z) is as shown in Table S1.

7. If the message is ‘dogs’ then the cipher is 45178141833294993060. If this length is to be
reduced follow the next step.

8. Construct the Complex Cipher table to match the digital pair to the corresponding ASCII
character as shown in Table S2.

Group the cipher for “dogs” as pairs and substitute from the complex cipher table.

4517 814183329499 3060

So the ciphertext for the message “dogs” becomes

Jh-F=w:\uY.

Decryption

1. Received message: Jh-F=w;\uY

2. Form the complex decipher table (it is the reverse of the complex cipher table) at the
receiver side, obtain the string of digits as 45178141833294993060.

3. Group this message as group of 5 digits

45178 14183 32949 93060

Use decipher table (it is the reverse of the cipher table) at the receiver side to get the plaintext as

GCdOgS”.

Another illustration for the transfer of message “cat”:



Sender Side:

1. Message “cat” after passing through cipher table is: 501536125783754
(Note: the last 4 is retained as it is)

Receiver Side:

1. Message OfAcV=%4 is passed through complex decipher table and the obtained message is:
501536125783754

When 501536125783754 is passed through the decipher table, the message is “cat”.

Table S1 Cipher table.

Alphabets Producer Polynomial Value

a P(1) 61257
b P(2) 55577
c P(3) 50153
d P(4) 45178
e P(5) 40672
f P(6) 36609
g P(7) 32949
h P(8) 29654
i P(9) 26689
i P(10) 24020
k P(11) 21618
| P(12) 19456
m P(13) 17510
n P(14) 15759

0 P(15) 14183
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12765
11488
10340
93060
83754
75378
67840
61056
54951
49455
44510

Table S2 Complex cipher table.

Digit pair

ASCII character
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